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Abstract: Digital economy has experienced huge development in the world. Along with this, 
big data has become a top concern within digital economy from both academics and 
practitioners in recent years. This paper analyses the opportunities and challenges of big data 
under the digital economy era from the perspective of company. Several main opportunities 
and challenges are put forward according to previous related studies, such as being beneficial 
to decision making, changing the rule of business competition, data privacy and security, as 
well as price discrimination and errors from big data etc. Overall, it is believed that big data 
could be transformed to big values and bring various opportunities. However, the potential 
challenges should be paid great attention as well. At the end, conclusion and future 
recommendations are provided based on analysis. 

1. Introduction 

Digital economy has experienced a rapid development over the years [1]. There are a wide range of 
aspects included in digital economy, such as new digital model, big data and robotics technologies 
etc. According to previous research, it can be seen that there is a growing trend of adopting big data 
for different uses, such as data analytics and decision-making. This research focuses on big data 
specifically due to its increasing importance. From the report by Cisco, it is expected to have around 
50 billion devices connected to the Internet by 2020, which could be the driving force for data 
development and usage. According to various research and news, big data has created a wide range 
of opportunities in various aspects. To be more specific, big data can be considered as a powerful 
driver in enhancing productivity and efficiency, as well as improving innovations [2] [3]. Hence, it is 
important to understand this concept in this data-driven economy. However, the fast development of 
big data has also brought some challenges, which cannot be neglected.  

Based on this, this critical research analyses the opportunities and challenges of big data for 
companies in the digital economy era. Firstly, this research introduces digital economy and big data 
with academic resources. After that, potential opportunities and challenges are illustrated with 
industrial examples. Lastly, conclusion and recommendations are provided based on analysis.  
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2. Digital Economy and Big Data 

Digital economy has raised great concerns because of the rapid development in recent years [1]. It is 
defined as “goods or services whose development, production, sale, or provision is critically 
dependent upon digital technologies” [4]. The driving factors for this phenomenon are economic 
changes, political changes and technological innovations [5]. According to an empirical report, digital 
economy can be considered as the economic activities that adopt digital information as important 
production drivers with current information network, leading to the growth and optimization of 
economic framework. It adopts modern information networks and communication technologies, such 
as the Internet and big data etc., which can then change social connections, enhance productivity and 
innovation [6]. According to previous research, digital economy has experienced great development 
not only in developed countries, but also in developing countries [7]. 

In the digital economy, data has become a new factor of production that drives economic 
development, and the increasing interests towards big data could be the driving force for the changing 
of business models and innovations [8]. According to the research of European Commission [9], 
cross-border data flow created around 2.8 trillion economic value in 2014, which exceeded the value 
of goods trade in the world. In terms of the definition, big data plays an important role in the digital 
economy, which is considered as a type of disruptive technology, because it changes the existing 
economic processes and sectors, consumer behaviours, as well as business models [10] [11]. 
Moreover, in academic research, big data is usually analysed via the four V’s, including volume, 
variety, velocity, and veracity [2]. Specifically, these terms are associated with large volume, a wide 
range of variety, a high degree of velocity and proven application [2]. Big data can be assessed in real 
time, such as social media platforms [7]. Furthermore, the development of sensor technology and the 
willingness of companies to have as much data as possibility have resulted in a huge growth in the 
volume of data they can gain [12]. Big data could bring various benefits to different companies, for 
instance, searching engines could correctly predict their customers preferences and interests, and 
online shopping platforms can provide product recommendations to their users based on their 
previous search behaviours [13]. Nowadays the expectation of big data is more than just the quantity 
and quality of data. However, the critics about adopting big data in relation with data privacy and 
other issues have also increased in the world, especially in developing countries [7]. Following part 
will further analyse the potential opportunities and challenges.  

3. Opportunities from Big Data 

3.1.  Help Companies Make Decisions 

Obviously, the development of big data can bring a wide range of opportunities to the world. Firstly, 
as mentioned above, when combining with ideal data analytical approaches, big data can be beneficial 
to decision making for companies to some extent [2]. To be more specific, data analysis enables 
companies to transfer data to insights [3]. Because of this, the association between big data and proper 
data analysis are essential in different industries and sectors [3] [14].  

3.2.  Offer Personalised Products and Services 

Secondly, with the help of big data, companies could provide customers with more personalised 
suggestions and offers [3]. This is mainly based on the analysis of acquired big data [15]. For example, 
online shopping platforms can provide users with products or services suggestions according to their 
previous browsing and key words. This might enhance user experience during the process of making 
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purchasing decisions. After the real purchase, customers might also experience a high level of 
customer satisfaction to some extent. In addition, big data can help companies to improve product 
design in order to meet customers’ requirements in an appropriate way [15]. This is also based on 
customers’ preferences and interests, and appropriate data analysis is required. Moreover, consumer 
data can be used to optimise the influence of advertisements [15]. Specifically, it can help companies 
to find out whether the messages reach the targeting audience and then turn into overall economic 
benefits. And then, big data can also help companies to attract their targeting audience through 
targeting marketing activities [15]. According to previous research, big data can be used to track and 
monitor products activities, consisting of product situations, locations and usages etc. To be noticed, 
this function should be accessible for all customers in order to help companies to collect data. When 
customers meet problems with their products, big data can help to provide technical support in some 
aspects [3]. 

3.3.  Change the Rule of Business Competition 

From a broad perspective, big data can decrease entry barriers to some extent, which can be regarded 
as pubic goods [13]. Specifically, new companies could gain big data in a cost-effective and time-
effective, which helps them to better understand the market and customers before entering into a new 
market. However, it also enables some other companies to gain and use the same data, and then 
relatively increase the competition. One previous research expects more transparency in data sharing 
(historical data) in some specific industry, such as in the health care industry [16]. Specifically, the 
development and production of vaccine might require the sharing of big data in different companies 
all over the world. To be noticed, big data usage and benefits are not limited to digital platforms and 
companies, but also some other types of companies. For instance, banks, finance companies and in-
store retailers also use a wide range of approaches to gain customers’ data and analyse their 
information, such as through loyalty programs and self-developed apps. In this way, they can better 
understand customers’ preferences and behaviours, and then make responding changes. In terms of 
price discrimination, according to previous research, it is about having different prices for different 
customers in the same product or service [12] [17]. From the perspective of companies, this might 
result in high profits and revenues within the competitive business environment to some extent, 
especially in the short-term run [17]. However, this strategy can be regarded as a double-side sword 
with potential drawbacks in the long-term run, and this will be further discussed in the following. 
Overall, it can be concluded that these opportunities and benefits are embedded in the whole product 
life cycle, from the beginning to the end.  

4. Challenges from Big Data 

4.1.  Data Privacy and Security 

Compared with a wide range of opportunities, there are several potential challenges from the 
development and usage of big data currently. First and foremost, according to previous research, it is 
widely believed that the collecting and adopting personal data might bring privacy and data protection 
issues [12] [18]. An empirical example is the Facebook–Cambridge Analytica Data Scandal in 2018. 
This breaking news is about Cambridge Analytica adopted personal data from users’ Facebook 
without getting their consent, and these data was used for politics eventually. This issue is invasion 
of users’ privacy and has brought huge impacts towards Facebook. Mark Zuckerberg has claimed that 
Facebook has made mistakes leading to millions of users’ data gained for political uses. In regards of 
data from these users, they might be used for some economic objectives and politic objectives without 
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consents [18]. This can be considered as a business ethical issue. From the academic theory, business 
ethics refers to how individual moral norms are used to carry out activities and achieve goals of 
business companies [19]. Along with the entering into the ethical era, ethical related issues have 
gained increasing attentions among the public in the world [20]. This trend of the importance about 
business ethics requires companies to pay great attention and efforts towards developing corporate 
social responsibility and have business ethics during commercial activities [20]. Due to this, both 
companies and other related organisations, such as governments, have faced great challenges from 
big data. In order to solve this issue, some companies have already made relevant movements. For 
example, they develop complex systems and strategies in order to address the problem of data privacy. 
However, these actions which spend huge costs in both economy and time may not lead to the overall 
value for users [12]. 

4.2.  Price Discrimination 

Another challenge comes from the price discrimination. As mentioned above, price discrimination 
might lead to higher profits and revenues in short-term run within the competitive business 
environment, while there might be negative impacts in the long-term run perspective [17]. To be more 
specific, this behaviour might be found out by customers, which could lead to ending up purchasing 
and negative attitudes towards the brand or companies [13]. In addition, customers might reluctant to 
share their information in the future with this company [13]. They might feel a sense of dishonesty 
and unfairness in this way. Due to this, price discrimination is important for companies to thoroughly 
considered before adopting.  

4.3.  Errors from Big Data 

Moreover, another perspective is that too much relying on big data could also create challenges for 
companies. For instance, the misusing of big data such as historical data [21]. Specifically, previous 
mistakes of big data have presented that predictions according to historical data might cause failure 
[21]. This further proves the importance of time-effectiveness of big data. In addition, research 
presents that behavioural data can be used to predict customer’s interests, however, the effectiveness 
and reliability could decrease during the time [13]. However, some companies and organisations may 
not notice and understand this issue. Because of this, they have faced great challenges in gaining and 
using big data from users. Based on the pros and cons of quantitative research and qualitative research, 
a large amount of quantitative data can be analysed in a cost-effective and time-effective approach 
with a relative high level of accuracy. However, it has difficulties in enabling researchers to gain 
deeper understanding of the topic. This can be associated with the opportunities and challenges from 
big data.  

5. Conclusion 

In conclusion, this research critically analyses the opportunities and challenges of big data for 
companies in the digital economy era. Firstly, this research introduces digital economy and big data 
with academic resources. Secondly, potential opportunities and challenges are illustrated with 
industrial examples. As for the potential opportunities, big data can be beneficial to the companies in 
the process of decision making, and companies could provide customers with more personalised 
suggestions. What’s more, big data can decrease market entry barriers and change the mode of 
commercial competition. In terms of the challenges of big data, data privacy issues, the problems 
brought by price discrimination, and misleading of historical data are discussed.  
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There are several suggestions based on previous analysis. First and foremost, in this data-driven 
economy, the importance of big data cannot be neglected, including the abilities of collecting data 
and analyzing data. For example, companies could invest more on big data analytics techniques, and 
concern about the quality of data. In addition, when using price discrimination, companies should 
take careful concern and understand the results, as it could result in both advantages and 
disadvantages simultaneously. Last but not least, companies should take business ethics and corporate 
social responsibility into consideration during gaining and using big data. This is due to the calling 
of the ethical era, and the increasing importance of business ethics. In the future, it is believed that 
big data could bring great value to the whole society.  
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